
Dockets Management Branch (HFA-305) 
Food and Drug Administration, 
5630 Fishers Lane (Room. 1060) 
Rockville, MD 20852. 
USA 

26’h November 2002 

RE: Comments on “Draft FDA Guidance for Industry; Electronic Records; 
Electronic Signatures, Electronic Record maintenance” Docket No. OOD- 
1539 

Dear Sir/Madam: 

GlaxoSmithKline a research-based pharmaceutical company is engaged in the 
discovery, development, manufacture, and sale of pharmaceutical products. We 
welcome the opportunity to submit comments on aspects of the Draft Guidance. 

General Comments: 

1) The Draft Guidance suggests that the scope of records governed by 21 CFR 
Part 11 is restricted to those records identified by Predicate Rules. We 
suggest a supporting statement be added to clarify whether or not electronic 
records submitted to FDA under requirements of the Federal Food, Drug and 
Cosmetic Act and the Public Health Service Act, even if such records are not 
specifically identified in Agency regulations, are also in scope as per current 21 
CFR Part II .1(b) requirements. 

2) 

3) 

Predicate Rules refer to broad classes of record. It is not always clear when 
raw data and intermediate results becomes a record and hence requires the 
maintenance activities set out in this Draft Guidance. It is not practical, for 
example, to expect the creation, maintenance, and retention of audit trail and 
meta-data for the huge volumes of data temporarily stored in real-time 
manufacturing control systems. We suggest the audit trail and meta-data 
controls required by 21 CFR Part 11 are inappropriate for raw data and 
intermediate results. 

Many of the expectations set out in this Draft Guidance depend on the 
technical capability of computer applications to support 21 CFR Part 11 
functionality. The Draft Guidance does not address how organizations comply 
when required functionality is not available in the commercial off-the-shelf 
products currently used to support data maintenance. To rely solely on 
replacing standard products with custom software developments would not 
seem a practical way forward. We suggest specific guidance be developed on 
how manual ways of working can be used to support existing technology in 
addressing the spirit of 21 CFR Part 11 functional requirements. 



Specific Comments: 
__ :  .  ‘. 

1) 

2) 

3) 

4) 

5) 

6) 

7) 

Section 2 Scope. The scope does not explicitly state that the Draft Guidance 
covers archiving although the guidance deals with electronic record 
maintenance through record retention periods. We suggest this section directly 
refer to archiving in line with the description provided by GLP Predicate Rule 
[21 CFR Part 581 to avoid any potential inconsistency. 

Section 5.1 Procedures for Electronic Records Maintenance Should Be 
Established And Followed. We suggest that even though record retention is 
outside the scope of this guidance (see section 4.2) a bullet point should be 
added for completeness to include procedures to ensure records are retained 
for their defined retention periods specified by Predicate Rules. 

Section 5.2 Factors That Miqht Affect The Reliabilitv of Electronic Records 
During the Required Record Retention Period Should be Identified And 
Controlled. We suggest changing the wording ‘You should identiw and control 
factors that.. .’ to ‘You should identiw, and as far as reasonably practical, 
control factors that.. .’ ’ In recognition that not all risks can be completely 
mitigated. 

Section 5.2 Factors That Mioht Affect The Reliabilitv of Electronic Records 
During the Required Record Retention Period Should be Identified And 
Controlled. Clarification is requested as to what ‘encoded’ data means as we 
are uncertain whether any additional specific controls are being implied. 

Section 5.2 Factors That Miqht Affect The Reliabilitv of Electronic Records 
Durino the Required Record Retention Period Should be Identified And 
Controlled. We suggest including an additional item in the bullet point list of 
factors affecting record reliability to capture linked electronic signatures and 
audit trails. 

Section 5.3 Continued Availabilitv and Readabilitv of Electronic Record 
Infom\ation Should Be Ensured. The current last paragraph makes reference 
to most important electronic records being stored separately from primary 
records. We suggest the final sentence giving a specific example be replaced 
with a general principle that appropriate controls are used to protect and 
secure backups and archives. 

Section 5.3 Continued Availabilitv and Readabilitv Of Electronic Record 
Information Should Be Ensured. We suggest this section include a statement 
at the end of the second paragraph that the integrity of electronic records 
during any conversion/copying should be verified. 



8) Section 5.5 The Abilitv To Process an Electronic Record’s Information 
Throuqhout It’s Record Retention Period Should Be Preserved. The 
requirement to reprocess records from information and metadata would 
appear to be an extension to the original scope of Part 11 which requires that 
systems be able “to generate accurate and complete copies of 
records.. .suitable for inspection, review, and copying by the agency” [21 CFR 
Part 11.1 O(b)]. There is no equivalence here to requirements for paper-based 
records. We suggest it should be sufficient to provide evidence such as audit 
trail information that supports the integrity of a record without the need to 
reprocess it from scratch. If this principle was accepted it would alleviate many 
of the technical problems associated with long term archiving. 

9) Section 6.1 The Time Capsule Approach. There is no guidance on what would 
constitute an acceptable way to handle electronic records that can only be 
maintained on their original application, when that original application is no 
longer supported by the vendor. We would like to reinforce the sentiment in 
this section that the time capsule approach is only feasible in very limited 
circumstances due to issues with maintaining functionality of old systems and 
likely withdrawal of maintenance support for legacy products from original 
vendors. We suggest where migration to a new electronic record keeping 
system is not feasible that paper copies of electronic records, checked and 
verified as true copies (complete with audit trails and meta-data), are deemed 
acceptable records for long-term retention. 

1O)Section 6.2 The Electronic Records Miqration Approach. This section includes 
the statement ‘However, you should carefully consider when it would be 
prudent to discard the old electronic records/system’. We suggest that this 
statement be clarified so that the inferred time capsule approach is not 
required after records have been successfully migrated to a new system. The 
feasibility of the time capsule approach is limited (see comment 7 above). 

1l)Section 6.2 The Electronic Records Miqration Approach. A new paragraph 
should be added that allows records to be retained in a format different to their 
creation where that removes dependency on possibly superseded technology, 
and the integrity of the record during any conversion/copying can be validated. 

12)Section 6.2.1.3 Electronic Record Inteqritv Attributes Should be Preserved. 
This section implies that only information about creation, modification and 
deletion of an electronic record need be preserved. Clarification is requested 
regarding consistency with 21 CFR Part 11.10(e) which also requires audit trail 
and meta-data to be retained. 

Section 6.2.1.3 Electronic Record lntearitv Attributes Should be Preserved. The 
principle of creating new audit trail entries as records are copied during 
migration could set an unwarranted precedent for copy processes that operate 
when records are transmitted over integrated communication networks. We 
suggest that an audit trail entry is not required unless the content and meaning 
of a migrated record has been modified by operator intervention. A single audit 
trail entry (or similar record) at the system level designed to register the fact 
that a migration process has occurred should be sufficient. 
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1 3 ) S e c tio n  6 .2 .1 .4  T h e  Abi l i tv  to  P rocess  In fo r m a tio n  in  E lect ronic  R e c o r d  S h o u l d  
b e  P reserved.  Rep rocess ing  e lect ron ic  records  is a n  ex tens ion  o f th e  s c o p e  o f 
P a r t 1 1  (see  c o m m e n t 6  a b o v e ) . W e  s u g g e s t th a t it shou ld  b e  suff ic ient fo r  
s o m e o n e  rev iew ing  th e  m igra ted  records  to  b e  a b l e  to  reconst ruct  e v e n ts to  
d e te r m i n e  if th e  e lect ron ic  reco rd  m e e ts P red ica te  Ru le  c o n te n t a n d  s ign ing  
r e q u i r e m e n ts. 

1 4 ) S e c tio n  6 .2 .1 .5  U n a v o i d a b l e  Di f ferences a n d  Losses  S h o u l d  b e  A c c o u n te d  For  
a n d  E x p l a i n e d  in  th e  M igra ted  E lect ronic  R e c o r d  o r  N e w  Sys tem 
D o c u m e n ta tio n . It is n o t c lear  if a  th i rd-par ty  h a s  to  b e  i n d e p e n d e n t to  th e  
c o m p a n y  c o n d u c tin g  m igrat ion,  o r  just i n d e p e n d e n t to  th e  te a m  c o n d u c tin g  th e  
m igra t ion b u t still w i th in  th e  s a m e  overa l l  c o m p a n y  organ iza t ion .  T h e  u s e  o f 
th e  p h r a s e  ‘dig i ta l  s igna tu re’ in  th is  c o n text  m a y  b e  b e tte r  r ep laced  wi th 
‘e lect ron ic  s igna tu re’ fo r  cons is tency wi th P a r t 1 1 . M igra t ion o f l a rge  vo lumes  
o f d a ta  m a y  invo lve  m a n y  te n s  o f th o u s a n d s  o f ind iv idua l  e lect ron ic  records.  
W e  q u e s tio n  th e  pract ical i ty o f app ly ing  a  th i rd  par ty  ver i f icat ion s igna tu re  to  
e a c h  reco rd  a n d  p r o p o s e  th a t th e  c o m b i n a tio n  o f va l ida t ing  th e  m igra t ion 
p rocess  a n d  l ogg ing  approp r ia te  a u d i t trai l  e n tr ies ( w h e n  c h a n g e s  in  c o n te n t 
a n d  m e a n i n g  h a v e  occur red,  s e e  c o m m e n t 1 3  a b o v e )  shou ld  b e  suff icient. 

W e  apprec ia te  th e  o p p o r tuni ty  to  c o m m e n t. T h a n k  y o u  fo r  you r  cons idera t ion .  

S incerely ,  

Dr  G u y  W i n g a te  
Director,  G loba l  C o m p u te r  Va l i da tio n  


